IJECCE

International Journal of Electronics Communication and Computer Engineering
Volume 4, Issue 1, ISSN (Online): 2249-071X, 1SSN (Print): 2278-4209

A Security Approach for Wireless Sensor Network in
AgricultureIndustry

Piya Techateer awat
Department of Electrical and Computer Engineering
Faculty of Engineering, Thammasat University
Khlong-Luang, Pathumthani, Thailand
tpiya@engr.tu.ac.th

Abstract — An overview of agriculture industry isinvolved
with large area, farmers and agriculture products. A large
scale of area requires time consuming for collecting data to
make decision on agriculture (e.g. watering, pruning and
harvesting). Farmers are mainly focused on agriculture
products and process, so providing an extra effort on
technology should keep to the minimum. The agriculture
products are the final result which is the most important for
agriculture process. Therefore, the best product isthe goal of
agricultureindustry.

Wireless sensor network is a technology that can
distributed deploy and construct network sharing among
their group. The main advantage of sensor network are
collecting sensor data and transferring back to base center
without the maintenance of power supply, network structure
and data control. Therefore, wireless sensor network is one of
the candidate solutions for future in assisting agriculture
industry.

In general, security solution needs an experienced and
skilled specialist to set up, maintain and troubleshoot. Thisis
a challenge for sensor network to implement in agriculture
industry. The main three factors (large area, farmers and
agriculture products) are also need to be considered.

Our security approach is presented related factors and
customized configuration for the process of deployment,
maintenance, information feedback. The detailed process is
concealed from farmer. Only selected information is showing
to the far mer. The security solution should be customized the
configuration for the specific agriculture and area. The
scenarios, matching with familiar technology and smplified
devices is the supportive of success solution. Therefore, the
security approach is provided a solution for setting-up the
security in agriculture industry. As a result, security
implementation for wireless sensor network in agriculture
industry can be more effortless by the given security
approach.

Keywords - Sensor Network, Security, Agriculture, Farm,
M anagement.

|.INTRODUCTION

A wireless sensor network is developed for sef-
established network infrastructure with data sensor
technology. In addition, it can reduce the complexity of
device deployment on small and large area. The sensor data
can monitor different types of data e.g. monitoring water,
humidity, temperature and etc. These could be the keys to
support various industries including the agriculture industry
[1-3].

A security approach for wireless sensor network is
required to consider three main factors. area, farmer and
agriculture products. A large area of agriculture field

requires a technology that has a low cost of technology
devices to cover large area of farm. A farmer is skilled
person for specific agriculture but requires the simplified
technology for less time learning as well as less human-
error for the user. For the last factor, agriculture product is
the main objective for agriculture industry, therefore
selected technology needs to support the growing process
and improve the agriculture product in the final resullt.

As SensorScope [4] presents the benefit of wireless
sensor network could be operated as a sSimple management
system. The end-user can minimize the learning curve by
let the self-operated algorithm to manage the technical task
such as power management, sensor data, network
infrastructure and ad-hoc management. In addition, it is
expected that the network is flexible and adaptable to the
additional of new nodes. It also manages routing changesin
the event of node failure. These features also need to
consider the energy efficiency which is the most critical
aspect of sensor network application [5-8].

However, security in sensor network needs to consider
variety of factors for a completed approach. This paper
shows a suggested factors and customization solution for
agriculture industry by demonstration in ordered as 1.) A
security approach for wireless sensor network, 2.) A
mechanism for security in wireless sensor network.

Il. A SECURITY APPROACH FOR WIRELESS
SENSOR NETWORK

A security approach for wireless sensor network is
covered: agriculture industry challenge, user approach and
technology implementation. These approaches are the
support factors for successive in security implementation.
Although difference agriculture needs a difference solution,
a man dtructure and framework can be prepared for
agriculture field [9].

The agriculture industry challenge is taking part on the
location, device handling, activities and personas. The
location of agriculture can be differentiated for each place.
In the case of rural area, the infrastructure and technology
platform cannot be expected to be installed. Wireless
sensor network is only need to setup and rely for data
transfer as well as security establishing. For device
handling scheme, a farmer and eguipment can be changed
and cannot rely on the exact procedure or timeline. The
activities are also difference from type of agriculture and
time but the main time during seeding and harvesting need
to be rush. Therefore, only a compulsory activity for
security in wireless sensor network is needed to involve
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with agriculture user. In the last, special needs or personas
needs special equipments and simplified interaction [10].

The user approach is the second challenge for security
implementation. As part of operation people is in rura
area, communication can be more effective by customized
interaction as a local culture. Also, survey and training
should have communicate in person can gan more
attraction and cooperative with the system. The final
solution also should fill the gap between core technology
and user familiarity [11].

[11. A MECHANISM FOR SECURITY IN
WIRELESS SENSOR NETWORK

The following part presents the core technology that can
be use as security mechanism in wireless sensor network.
The main benefit is self-constructed, use limited energy
and maintain the sufficient security for agriculture
application.

Notation

We use the following notation to describe a protocol and
operation in this paper:

M1 | M2 isthe concatenation of message M1 and M2

H[D] isthe hash function which digests data D

F1[D] isthefirst one-way function which covert data D

F2[D] isthe second one-way function which covert data
D

KC is the common key to use when secret key is not
set up

KM is the master key to generate keys for the 1% time.

KO isthe storing key to save previous key session

K[M] isencryption of message M with key K

Sl isthe signature of key from F1

2 isthe signature of key from F2

L,N  aretherandom numbersinthe key generating

select random number L
load key K =Ky,
forj= L downtoOdo
compute key K = F[K]
end for
storekey Ky =K
compute hashed value S; = H[K]
select random number N
for j= N downto O do
compute key K = F5[K]
end for
compute hashed value S, = H[K]
encrypt message (S4|S,) with key K¢
broadcast message Kc(S4]S,)
Fig.1. Generating hint procedurein HKD

V. SECURITY OUT-OF-THE-BOX

The system is based on the SensorScope[4] but adds the
solution module on top of the system. The security module
is consisted with two main functions: HKD and Adaptive
IDS
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Hint Key Distribution (HKD)

HKD [12] is inspired by using of hint messages in ELK
[13]. It uses symmetric encryption to secure transmissions.
The confidentiality and simplicity are provided from
encryption and decryption. When every sensor node has the
secret key, it can establish secured communication without
altering the routing (or tree hierarchy).

To construct a key, we describe two sides of operations.
Sender and receiver have common key KC which is used
as a secret key when the key is not distributed. Master key,
KM isalsoinstalled as a part of key computation.

Two one-way functions F1 and F2 could minimize the
computation while maintain a large key domain. There are
more key possibilities to protect from intrudersin guessing
the secret key. In the long term, despite both sender and
receiver remain computing in the same range (L, N).

Intruders require a large set of key to attack. Since
secret key is generated from previous key, this adds up the
number of possible keys to L' x N to attack (where t is
number of key distribution).

decrypt message with key K¢
extract S; and S, from broadcasted message
load key K = Ky

while H[K] not equal to S;

compute key K = F[K]
end while
storekey Ky =K
while H[K] not equal to S,

compute key K = F5[K]
end while
until store K as secret key

Fig.2. Receiver procedurein HKD
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Fig.3. Procedure to find current key K¢ from master key
K by using one-way function F, and F, where L and N
arerandom numbers.

Sender Process

Secret key is generated from repeatedly computing one-
way function F1 and F2. Then, sender broadcasts
encrypted message which contains signature key from
both F1 and F2 asin figure 1.
Receiver Process

When broadcasted message is received, receiver
decrypts message and extracts signature S1 and S2. Then
it repeatedly computes KM until its hash value matches
with S1 and then repeats for S2 asin figure 2.
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Key Renewing Process
Sender and receiver start computing the secret key from

previous key, KO instead of KM. So there is no key

duplication and it helps minimizing the computation.

Adaptive Intrusion Detection System (Adaptive IDS)
Adaptive Intrusion Detection System (Adaptive IDS)

[14] uses either anomaly detection or misuse detection.
This paper uses a decision mechanism derived from Sirgj
and et a. [15]. Within IDS, tasks are combined to
minimize energy consumption. So, anomaly detection is
proceeding while event data is pre-checked for misuse
detection. The signature records are combined to a single
database to reduce memory use. In normal situation, both
systems operate with the same record.

Event Data is the network activities (for example
number of success and failure of authentication). This set
of datais prepared for further analysis.

Misuse Detection analyses event data from signature
record. In case of event data is matched with any rules,
alert signal will be raised. Otherwise, event data is
forwarded to anomaly detection for further analysis.

Anomaly Detection compares event data with
signature record to find harmful attacks from intruder. If
probability reaches the risk threshold, alert signal will be
raised.

Sgnature Record is a database which contains
signature of unauthorized and high risk activities. In
addition, each record contains level of harm for misuse
detection and probability chance for anomaly detection.
Voting Algorithm

The voting agorithm for the selection of nodes in
distributed defense consists of four steps: vote preparation,
voting, vote counting and IDS activating. There are two
parameters in this algorithm. First, nhumber of hop count
determines the threshold of selection for the number of
hops between a candidate node and itself. A larger hop
count means less activated nodes and each IDS node has
to take responsibility for more nodes. Second, the voting
threshold is the minimum number of votes before
activating IDS. The procedure allows each node to elect its
gateway. The stages are:

1. Vote Preparation: Each node decides their gateway or
nearest node. A hop count parameter determines
distance between agent node and neighboring nodes.

2. Voting: Each node transmits their vote message to their

gateway.

3. Vote Counting: To count areceived vote.

4. IDSActivating: If the number of votes exceeds the
threshold, and IDS is then activated. The node will
remain active until timeout, at this point the process 1-4
will be commenced again.

To address some of the limitations, we have further
investigated the use of adaptive thresholds. The approach
is outlined in the protocol flow chart of figure 4. We
assume that each node has been synchronized to be
accurate within a 5 second window. Initial threshold
number is O which increases and reduces based on pre-set
number. A suggestion is reducing number should be less
than increasing number so activated node can be
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distributed wider. For example, in 80 nodes cluster we use

increasing increment number as 5 and reducing increment

number as 1.

Note that a tree structure is not employed for the
adaptive distributed defense. Instead we rely on the
adaptive threshold to guide selection.

The approach shows both a positive reinforcement for
the threshold, and an active reduction of threshold to
promote candidate nodes for intrusion detection. The
protocol also avoids the difficulty of maintenance a tree
hierarchy. Instead we use the dynamics of the threshold to
control which nodes are activated. Thisis potentially more
robust.

User Interaction

The objective is to develop security solution which
involves less interaction with user or farmer and simple for
non-technical skilled people to understand and implement
the system. We divide into four scenarios that system may
interact with the user.

1. Deployment: User requires not involving with
complex tasks but only turn on the devices. At the
same time, devices initiate themselves and set up key
by HKD protocaols.

2. Troubleshooting: In the case that security protocol is
corrupted or mal-function user can simply re-start all
the devices so HKD will start the initiate the key as
well as Adaptive IDS will be restarted itself.

3. Alert: In case that security system raises the warning to
user, the system communicates to user in three
levels:-

3.1) Minor Level Alert: Warning will be logged on
the central database.

3.2) Medium Level Alert: Warning will be shown
on the monitor which user can observe and monitor
the system.

3.3) High Level Alert: Warning will be connected
high power speaker so user can immediately notice.
Optional, in the complex system may connect via
telephone or SMS system.

4. Configuration: This scenario is designed for skilled
people or administrator to configure the system, read
the log file, upgrade the software or configure the
integration system via telephone or SM S system.

Deploy Turn-On

Trouble- Restart

shooting .

Alert IMinor Medium High

Configure Patch Log Configure
M) 7| Menitoring [ 7

Fig.4. User Interaction for Security Module
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V. CONCLUSION AND FUTURE WORKS

According to the nature of agriculture industry, wireless
sensor network can support the large area, simple setup and
operation. However, the security technology is complicated
and can be the challenge to implement security in wireless
sensor network.

This paper suggests the challenge main factors: location,
device handling, activities and personas. Since the
agriculture can be difference in location, equipments,
activities and personas, the customized security solution is
required for specific type of agriculture. However, the
framework and approach can be set as a guideine
Location can affect by rura area have less or none of
technology infrastructure. The equipments are varied from
type of agriculture similar as the activities. Therefore,
security approach needs to be ssimple and keep the simple
interaction with user. In addition, user approach requires
having a customization to match with local culture and
balance with user interaction can be more effective for
overall system.

This paper also presents the security mechanism to
support the needs of self setup and minimum operation for
wireless sensor network in agriculture industry. The
security module has automated initiate key by HKD
protocol and has Adaptive IDS to adert when threat is
detected via speaker. This system is aso simplified the
configuration, deployment and maintenance by only
powering on and system will then initiate the key among
the agents. Since HKD uses key chain, the key is updated
regularly to increase the security of system. The benefit
from HKD is used less energy from communication with
hint message as well as error handling when message is lost
during key change. In addition, HKD aso reduces the
energy consumption by small size of message and
increases the operation time. As a result, this security
module is proposed to balance between the moderate
security with the limited budget and knowledge of user
where focusing on agriculture in developing country.

For the future, research should focus on error-handling
of security system. Since the current model needs to restart
system to initiate the key, the future model should provide
flexible solution for non-technician user to manage the
Security issues.
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